
So-called anonymous patient
data is not as private as you
thought
- All of your patient data will be hacked, leaked and exposed
to the world
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By Linda Carroll

(Reuters Health) - - For years, researchers have been
studying
medical conditions using huge swaths of patient data with
identifying information removed to protect people's privacy. But
a new
study suggests hackers may be able to match "de-
identified" health
information to patient identities.
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In a test case described in JAMA Network Open,
researchers
used artificial intelligence to link health data with a
medical
record number. While the data in the test case was fairly
innocuous - just the output of movement trackers like Fitbit - it
suggests
that de-identified data may not be so anonymous after
all.

"The study shows that machine learning can successfully
re-
identify the de-identified physical activity data of a large
percentage
of individuals, and this indicates that our current
practices for
de-identifying physical activity data are insufficient
for privacy," said
study coauthor Anil Aswani of the University of
California, Berkeley.
"More broadly it suggests that other types
of health data that have been
thought to be non-identifying
could potentially be matched to individuals
by using machine
learning and other artificial intelligence technologies."

Aswani and colleagues used one of the largest publicly
available
patient databases, the National Health and Nutrition
Examination
Survey, or NHANES. Included in the database were
recordings from physical
activity monitors, during both a
training run and an actual study mode,
for 4,720 adults and
2,427 children.

The researchers showed their computer the data from the
training runs for each person and included six demographic
characteristics: age, gender, educational level, annual household
income,
race/ethnicity, and country of birth. The training data for
each person
was given a made-up record number.

Then Aswani and his colleagues fed the computer the
second set
of activity data, including the six demographic factors. For 95



percent of the adults and 86 percent of the children, the
computer
successfully matched the two sets.

What
are the practical implications of that matchup?

Aswani offers a hypothetical situation. "Say your
employer is
giving a discount for participation in a wellness program and
will
be collecting demographic information as well as physical
activity
data," he said. "At the same time, your health insurance
company might
have a program to try to get insureds to lose
weight. They also collect
demographic information and physical
activity data, but remove identifying
information."

Theoretically, your employer could link the two data
sets and
"then they will accurately be able to link to the rest of your
medical record," Aswani said.

Another scenario, Aswani said, is that your smart phone
is
collecting your movement data as part of a health app. If your
insurer
also has movement data, the app maker might be able to
link your name to
your medical record and then sell the
information to others.

Dr. Elliott Haut worries that studies like this one will
spark fears
in the public, which might call for cessation of research
using de-
identified data. That would be a mistake, said Haut, vice chair
of
quality, safety in the department of surgery at the Johns Hopkins
School of Medicine and an associate professor of health policy
and
management at the Johns Hopkins University Bloomberg
School of Public
Health.

While Haut acknowledges the risk that patient data could
be
relinked to patient identities, the benefits of research with this



kind
of data far outweigh those risks and can change medical
practices for the
better, he said.

For example, he said, as a trauma surgeon, he wondered
if the
common practice of spine immobilization - putting a neck collar
on
and buckling a patient to a back board - is helpful or harmful
for gunshot
victims. The goal is to prevent movement and thus
possibly paralysis.

"We looked at the data and not only is this not
beneficial, but it
also could be harmful because the first responder takes
five to
10 minutes doing this procedure instead of going directly to the
hospital where we can start fixing them," Haut said. "If you are
critically injured, that five minutes makes a huge difference."

SOURCE: http://bit.ly/2EDCm8k JAMA Network Open, online
December 21, 2018.

Your private medical
data is for sale – and
it's driving a
business ...

10 Jan 2017 ... Your private medical
data is for sale – and
it's
driving a business worth ... “Data
scientists can now circumvent
Hipaa's privacy
protections by ...
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https://www.theguardian.com/technology[...]tibillion-dollar-
business-report-warns

Facebook knows a ton
about your health. Now they want to
...
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18 Apr 2018 ... It's not surprising that Facebook wants to move
into the digital
health market: So does Amazon.com, Google,
Apple, Uber and all of the other big
tech companies. ... But how
do you regulate data
privacy in an age of big-data
black boxes?
... Yet, for years, patient data
has been sold to medical
data
miners ...
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https://www.washingtonpost.com/news/po[...]th-now-they-want-
to-make-money-off-it/

Now that Facebook, Google and
Amazon know pretty much
...

Widespread reports that a company used data
from more than
50 million Facebook
accounts to influence the 2016 presidential
election should raise
concern about the amount of information
being ...
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https://www.cbc.ca/news/technology/fac[...]google-internet-
privacy-data-1.4586915

Facebook Building 8
explored data sharing agreement with
hospitals

.. Facebook sent
a doctor on a secret mission to ask hospitals to
share ... Facebook
health partnership on hold on concerns of
data
privacy 5:34 ...
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https://www.cnbc.com/2018/04/05/facebo[...]-sharing-
agreement-with-hospitals.html

Techmeme

Ryan Mac / @rmac18: I asked Facebook
if employees at its 24-
hour privacy pop
up in New York yesterday were aware of this
photo breach when they were
chatting with reporters and users
about
protecting their data.
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Google and
Facebook Didn't End Data
Privacy - The Atlantic

23 Aug 2018 ... Google
and Facebook
are easy scapegoats, but
companies have been collecting , selling, ...
The personal-data
privacy
war is long over, and you lost. ... They
have connected it,
recombined it, bought it, and
sold it. .... to infer connections to
specific places its users shop, seek medical
treatment, or hang
out.
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https://www.theatlantic.com/technology[...]ge-of-privacy-
nihilism-is-here/568198/

Facebook Sent "Top
Secret" Doctor To Hospitals For Patient ...

Facebook sent a
cardiologist to several major U.S. hospitals to
pitch a scheme that
would combine a patient's medical file
with
user data collected by
the beleaguered social media giant, in
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order to "figure out which
patients might need special care or
treatment," reports CNBC.
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NHS illegally handed Google firm 1.6m patient records, UK
data ...

3 Jul 2017 ... The NHS illegally handed
Google the data
of more
than one and a half ... need to
be the erosion of fundamental
privacy
rights," said Elizabeth Denham, ... of patient information,
including medical records for the last five years. ....
Washington
DC sues Facebook for
'misleading and deceptive' privacy
policies.
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