Quest Diagnostics Says All 12
Million Patients May Have
Had Financial, Medical,
Personal Information
Breached

It includes credit card numbers and bank
account information, according to a filing
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Quest Diagnostics, one of the nation's biggest blood
testing providers, warned millions of its customers may
have had information breached.

Quest Diagnostics, one of the nation's biggest blood
testing providers, warned millions of its customers
may have had information breached

* In a filing with securities regulators, Quest said
it was notified that someone had unauthorized



access to a vendor's systems for 7 months

* Quest said it was told that as of May 31,
information on roughly 11.9 million of its
patients was stored on the affected system

Quest Diagnostics, one of the biggest blood testing providers in
the country, warned Monday that nearly 12 million of its
customers may have had personal, financial and medical
information breached due to an issue with one of its vendors.

In a filing with securities regulators, Quest said it was notified
that between Aug. 1, 2018, and March 30, 2019, that someone
had unauthorized access to the systems of AMCA, a billing
collections vendor.

e Affidavit: Blood Found Inside Home of Missing CT
Mom

"(The) information on AMCA's affected system included financial
information (e.qg., credit card numbers and bank account
information), medical information and other personal
information (e.qg., Social Security Numbers)," Quest said in the
filing.

While customers' broad medical information might have been
compromised, Quest said AMCA did not have access to actual lab
test results, and so therefore that data was not impacted.
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From regularly updating your software to uncommon screen
lock codes, there are many things you can do to protect yourself
from hackers trying to access your sensitive information. NBC
News' Mark Barger and Consumer Reports Editor Jerry Beilinson
offer some helpful tips on how you can safeguard your data.
(Published Friday, Nov. 30, 2018)

Quest said it was told that as of May 31, information on roughly
11.9 million of its patients was stored on the affected AMCA
system.

The company said it has not received "detailed or complete”
information from AMCA about the breach yet.

"Quest Diagnostics takes this matter very seriously and is
committed to the privacy and security of patients’ personal,
medical and financial information," the company added in the
filing.
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A New York woman is trying to unfreeze her credit after a 2017
data breach. Lynda Baquero reports.
(Published Thursday, April 11, 2019)



